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• Prime target for adversaries
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Motivation

Essential to essential to safeguard the configuration data

• Configurable architectures are generic in nature
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• PMU targets a OpenFPGA serial  
configuration-chain protocol
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• Problem: 

• FPGA bitstream configuration is complex

• Impossible to customize security IP in commercial FPGAs.

• Open-source landscape lacks security aware FPGA configuration circuitry 

Programming Management Unit
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• Problem: 

• FPGA bitstream configuration is complex

• Impossible to customize security IP in commercial FPGAs.

• Open-source landscape lacks security aware FPGA configuration circuitry 

Programming Management Unit

• Proposal:

• First open-source IP core specifically dedicated to FPGA configuration

• Customizable framework dedicated to secure data movement from EDA 

bitstream generation to FPGA core configuration circuitry.
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• PMU bitstream security measures constrained to “at-rest” 
and “loading” stages of configuration procedure
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PMU Threat Model 

• PMU bitstream security measures constrained to “at-rest” 
and “loading” stages of configuration procedure

“At-rest” “Loading”

• Key storage falls outside the scope of work for this project.
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Software

Hardware
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PMU Integration Showcase

• Leverage the open-source ecosystem by utilizing pre-
existing IPs
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• Advanced Encryption Standard (AES)

• Secure Hash Algorithm (SHA)
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PMU Core Block Diagram

• Designed to be readily 
adaptable

• Communication Protocol
• SPI, I2C, USB

• Cryptography
• RSA, ECC, HMAC, DES

• Configuration Protocol
• SRAM, Flash, Active Serial

• Key Storage
• OTP Memory, PUF, Secure 

Element 
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• Consider 1000-bit bitstream
• SHA evaluation every 500-bits
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51% Encoding Overhead

• Consider 1000-bit bitstream
• SHA evaluation every 500-bits


36% Encoding Overhead
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• Area (μm2)
12% Area 
Overhead

16% Power 
Overhead
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Summary

PMU Github:

https://github.com/lnis-uofu/FPGA_Secured_Bitstream

First open-source core specifically dedicated to FPGA 
configuration


Flexible HW/SW template framework 

Enables secure and accurate FPGA configuration

Demonstrated system integration utilizing open-source 
ecosystem

https://github.com/lnis-uofu/FPGA_Secured_Bitstream
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