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Privacy-Preserving Computation

Zero-Knowledge Proofs 
(ZKPs)

Fully Homomorphic Encryption 
(FHE)

Client

Where are 
the cats?

Server

In transit
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The Current Paradigm

Did the server use the claimed model?
Are the outputs correct?

Is the model regulatory compliant?
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The Current Paradigm

Server doesn’t 
want to reveal 
model weights

Client can’t run 
the model 

quickly
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A Potential Solution

Zero-Knowledge Proof

ZKPs certify correct computation, 
without exposing secrets
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More Applications

Electronic 
Voting

Private 
Transactions

General-purpose 
Verifiable Compute
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Why aren’t these widely adopted? 

They are Slow!

Very Large Bitwidth Arithmetic Kernels 

Why are they slow? 
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How big are these kernels?

256b Mult

256b Modular Multipliers

256b Mult

256b Mult

32b Mult

Regular CPU Multiplier

256b Mult

Multipliers for Cryptography
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Each protocol run requires

Millions of 
Modular Multiplications
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Prior Works
Build dedicated hardware chips with order of magnitudes 
faster than CPU

ZKP

zkSpeed [ISCA’25]

zkPHIRE [HPCA’26]

PipeZK [ISCA’21]

FHE

F1 [MICRO’21]

SHARP [ISCA’23]

Anaheim [HPCA’25]

Osiris [TACO’26]
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Challenges Today

● Prior Works operate in Silos
● Focused on end-to-end accelerator and high-level 

kernels
● High Barrier to Entry
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Tessera
● Framework built on High-Level Synthesis (HLS)

● Open-source and encourages community effort
● Enables Large-Scale exploration and optimization

● Foundational Library of Cryptographic kernels
● Learning Resource



13

Library of Kernels

● Modular Framework
● Smaller kernels build into 

larger ones
● Every kernel can perform 

its own DSE
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Tessera Optimizations
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Schoolbook and Karatsuba Decomposition

● Operands can be split in 2 parts
● Schoolbook decomposes into 

4 partial product
● Karatsuba reduces it into 

3 partial product
● Combined with Shifts and Adds
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Hardware Effect
Karatsuba has less area, but longer latency compared to Schoolbook
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Applied Recursively

● We can apply the decompositions 
again on decomposed partial 
products recursively.

● Explore a range of area-latency 
trade-offs.
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Modular Multipliers and Reductions Algorithms

Large Integer 
Multiplications
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Constant Multipliers
● 2/3 Multiplications in Modmuls 

are by a constant curve 
parameter.

● Enables us to use Constant 
Multipliers. 

Multiplications 
by constant
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Curve Parameters Matter

secp256k1 (Bitcoin) 

BN254 (Popular ZKP curve) 

Barrett is better

Variable multiplier is better
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Large Scale Design Space Exploration

Unoptimized Baseline Design
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Large Scale Design Space Exploration

Modular Reduction Types
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Large Scale Design Space Exploration

Different Constant Fixing Combinations
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Large Scale Design Space Exploration

With Multiplier selections added in
Complete Design Space for a single curve
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Large Scale Design Space Exploration

…

Massive Design Space across many Curves
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Case Study
Point Addition Kernel
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What is Point Addition (PADD)?

● Multi-Scalar Multiplication (MSM) is a 
runtime dominate kernel in ZKP

● Most of the MSM runtime is spent doing 
repeated PADD operations

A common 
PADD 

formula

● A DAG of modular operations
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Design Space Setup

● Sweep over all the 
optimizations on relevant 
elliptic curves.

● Clocked at 1GHz on 
GF12nm
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Pareto Analysis 

We can explore a 
massive PADD design 
space!
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Non-obvious Optimal 
Design choices

● The configs are not obvious, 
but curve-dependent

● Tessera allows us to find these 
optimal points easily
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Performance on ASICs

Tessera vs straight line HLS code used by prior works

Up to 3.32× faster and 3.30× smaller designs



32

Performance on FPGAs
PADD designs for BLS12-377 on Twisted Edwards curve
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Summary

● We present Tessera an open-source hardware framework for 
exploring cryptographic kernels

● A foundational library of kernels with targeted optimizations
● Generates RTL for both ASIC and FPGA
● Lowers the barrier to entry for cryptographic hardware research
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Thank you! 
Check out Tessera!

https://github.com/cryptolets/cryptolets
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Q&A


